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Dashbeard

Search

+ Add filter

Sample Logs Data

This dashboard contains sample data
for you to play with. You can view it,
search it, and interact with the

visu ns. For more information
about OpenSearch Dashboards, check
our docs.
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Components of monitoring architecture ﬂ(".

i Data collection i i Data storage i Data visualization
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Agenda A\‘(IT

® What is the OpenSearch Dashboards?
B Features
@ Discover
® Visualize
@ Dashboard
® Other features (Query Workbench, Reporting, Notebooks)
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What Is the OpenSearch Dashboards? Q(IT

Karlsruhe Institute of Technology

The OpenSearch Dashboards is an open-source, integrated visualization tool
that makes it easy for users to explore their data in OpenSearch.
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Features

Search Dashboards

= 0

Overview

Open the menu
on the left

Recently viewed

No recently viewed items

[y Y OpenSearch Dashboards ~

Overview

OpenSearch Plugins ~

Query Workbench
Reporting

Alerting

Anomaly Detection
Notifications
Observability

Index Management
Snapshot Management

Security

ﬁ:ﬂ} Management

Dev Tools

Stack Management
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opensearch_dashboards_sa...

Q. Search field names
@ Fiter by type
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Time +

Jan 18, 2623 ¢ 12:38:29.218

Jan 18, 2623 & 12:35:58.150

Jan 19, 2623 8 12:33:23.630

DAL @~ Last24hours Show dates | J Refresh
217 hits
Jan 8, 2023 @ 12:39:46.457 - Jan 10, 2023 @ 1238:46.457 Auto ~

timestamp per 30 minutes

agent: Morilla/S.8 (X11; Linux xB5.64; rv:6.a1) Gecko /28118421 Firafox/6.dal bytes: 3,886 clientip: 49.713.192.183 extension: zip

geo.sredest: UGICH geo.src: UG gea.dast: CN geo.coordinates: { “lat™: 47.937144a4, lon": +124.5612497 ) hast: artifacts.opensearch.org
Andex: opensearch_dsshboards_sanple_dats_logs 1p: 49.213.192.163 machine.ram: 19,717,418,248 machine.os: osx memory:
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- [2818-88-87T11:35:56.1562] "GET /beats/filebeat HTTP/1.1" 28 7828 "~

Chrone/11.0.696.58 Safari/534.24° phomenory:

on’ : -87.69658373 | host: wew.cpensaarch.org
- masmage: 231.54.75.65 -
“Mozilla/5.8 (X11: Linux 1686) ApplewebKit/534.24 (KHTML, like Gecko)

- referer: http: //nytives.con/suscess/philip-k-chapnan request: /beats/filsbeat response: 264

sgent: Wozillass.@ (compatible: MSIE §.8; Windoms NT 5.1: SV1: .MET CLR 1.1.4322) bytes: 6,318 clientip: 218.143.135.12 extension:
gea.srodests TN:IN gea.srci IN gea.dest: TN geo.coordinates: { “lat”: 59.58336856, “lon': -139.662261 } host: www.opensearch.org
index: opensearch_dashboards_sample_data_logs ip: 218.148.135.12 machine.ram: 16,106,127,360 machine,os: win xp memory: -
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Discover

® The

format

Discover screen is divided into three major sections:

Top of screen: Query bar --> Enter an expression to filter the data
Left: Switch index and display field list

Right: Time-series display of search results and individual logs. Fields can also be specified and displayed in table

AT

Karlsruhe Institute of Technology

©,

Tryit!
Go to https://opensearch-dashboards.scc.kit.edu
and use the sample web logs dataset

= &:} Discover New Save Open Share Reporting Inspect . i8]
@ B v  Search DAL @ v  Last 24 hours Show dates. G Refresh I
@ — +Add filter
opensearch_dashboards_sa... 217 hits
Q. Search field names Jan 9, 2023 @ 12:39:46.457 - Jan 10, 2023 @ 12:39:46.457 Auto v
@ Filter by type 0 a
Selected fields
- €
“ _source H
o
Available fields 4 I II I I I I I
t d ? l
@ / e He - . NE—
t _index 18:00 1200 o0:00 3 0800 0800 1200
# _score timestamp per 30 minutes
t type Time « _source
& @timestamp
> Jan 18, 2623 € 12:38:29.215  agent: Mozilla/5.@ (X11; Linux x86_64; rv:6.0al) Gecko/26118421 Firefox/6.Bal bytes: 3,886 clientip: 49.213.192.103 extension: zip
t t
poes geo.srcdest: UGICN geo.src: UG geo.dest: CN geo.coordinates: { "lat™: 47.93714444, "lon": -124.5612497 } host: artifacts.opensearch.org
#] bytes index: opensearch_dashboards_sample_data_logs ip: 49.213.192.183 machine.ram: 18,737 418,248 machine.os: osx memory: - message: 49.213.192.183
B clientip - - [2018-88-87T11:38:29.215Z] "GET Jopensearch/opensearch-1.08.08.zip HTTP/1.1" 206 3886 "-" "Mozilla/5.8 (X11; Linux x86_64; rv:6.8al)
t event.dataset Gecko/20110421 Firefox/6.8a1" phpmemory: - referer: http://facebook.com/success/rakesh-sharma request: /opensearch/opensearch-1.8.8.zip
t il -
extension > Jan 18, 2023 @ 12:35:58.150  agent: Mozilla/5.8 (X11; Linux 1686) AppleWebKit/534.24 (KHTML, like Gecko) Chrome/11.0.696.58 Safari/534.24 bytes: 7,820 clientip: 231.54.75.65
@ geo.coordinates extension: geo.srcdest: UA:CN geo.src: UA geo.dest: CN geo.coordinates: { "lat": 42.94722222, "lon": -87.89658333 } hest: www.opensearch.org
t geo.dest index: opensearch_dashboards_sample_data_logs ip: 231.54.75.65 machine.ram: 20,401,894,656 machine.os: win xp memory: - message: 231.54.75.65 -
t geosrc - [2818-88-67T11:35:58.158Z] "GET /beats/filebeat HTTP/1.1" 288 7828 "-" "Mozilla/5.8 (X11; Linux 1686) AppleWebKit/534.24 (KHTML, like Gecko)
e Chrome/11.0.696.5@ Safari/534.24" phpmemory: - referer: http://nytimes.com/success/philip-k-chapman request: /beats/filebeat response: 200
t host 2 Jan 18, 2823 @ 12:33:23.630

#) hour_of day
t index

B

machine.os

-

machine.ram

# memory

message

-

phpmemory

referer

request

Jan 18,

Jan 18,

2023 @ 12:30:41.749

2023 @ 12:30:10.757

agent: Mozilla/4.@ (compatible; MSIE 6.8; Windows NT 5.1; SV1; .NET CLR 1.1.4322) bytes: 6,318 clientip: 218.148.135.12 extension:

geo.srcdest: IN:IN geo.src: IN geo.dest: IN geo.coordinates: { "lat™: 59.56336856, "lon": -139.6682261 } host: www.opensearch.org
index: opensearch_dashboards_sample_data_logs ip: 218.148.135.12 machine.ram: 16,166,127,368 machine.os: win xp memory: -
message: 218.148.135.12 - - [2018-88-87T11:33:23.636Z] "GET /enterprise HTTP/1.1" 286 6318 "-" "Mozilla/4.8 (compatible; MSIE 6.2; Windows NT 5.1;

SV1; .NET CLR 1.1.4322)" phpmemory: - referer: http://twitter.com/error/ronald-garan request: /enterprise response: 260 tags: error, security

agent: Mozilla/5.8 (X11; Linux x86_64; rv:6.8a1) Gecko/2011@421 Firefox/6.8a1 bytes: 7,824 clientip: 71.49.132.218 extension: gz
geo.srcdest: KE:TW geo.src: KE geo.dest: TW geo.coordinates: { "lat”: 39.1€334417, "lon": -84.41861417 } host: artifacts.opensearch.org

index: opensearch_dashboards_sample_data_logs 1p: 71.49.132.218 machine.ram: 18,253,611,808 machine.os: win 7 memory: - message: 71.49.132.218

- - [2018-88-87T11:30:41.749Z] "GET /beats/filebeat/filebeat-6.3.2-linux-x86_64.tar.gz HTTP/1.1" 280 7624 "-" "Mozilla/5.@ (X11; Linux x86_64;

rv:6.0a1) Gecko/26118421 Firefox/6.8a1" phpmemory: - referer: http://twitter.com/success/edward-qibson request: /beats/filebeat/filebeat-6.3.2-

agent: Mozilla/4.8 (compatible; MSIE ©.8; Windows NT 5.1; SV1; .NET CLR 1.1.4322) bytes: 6,841 clientip: 173.129.22.126 extension: gz
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Dashboards Query Language ﬂ(IT

Karlsruhe Institute of Technology

® You can use the Dashboards Query Language (DQL) in OpenSearch Dashboards to searchfor data and
visualizations.
® Terms query. To query using exact search terms, enter the field name followed by : and then the values separated by spaces. Example: response: 200
Boolean queries (or, and, and not). Example: response: (200 or 404)
Range queries (>, >=, <, and <= on numeric and date types.)
Exist queries: matches documents that contain any value for a field, for example response:*

Wildcards queries can be used to search by a term prefix or to search multiple fields. Example: to match documents where machine.os starts with win
(such as "windows 7" and "windows 10") use: machine.os:win*

= \?J Discover New Save Open Share Reporting  Inspect o (3]

B ] response:z00 DQL (O v  Last 24 hours Show dates. G Refresh

@  +Add filter

opensearch_dashboards_sa... ~ = 219 hits
Q Search field names Jan 10, 2023 @ 11:22:26.115 - Jan 11, 2023 @ 11:22:26115  Auto ~
@ Filter by type 0 5
Selected fields
&) _source 3
S
Available fields s I I
ot , e - — - Em sexmll
@ clientip 12:00 15:00 18:00 21:00 00:00 03:00 08:00 03:00
t d timestamp per 30 minutes
t _index Time + _source
# _score -28- i
> Jan 11, 2823 @ 11:28:43.799  response: 280 agent: Mozilla/5.8 (X11; Linux i686) AppleWebKit/534.24 (KHTML, like Gecko) Chrome/11.8.696.58 Safari/534.24 bytes: 6,693

1] -type clientip: 251.234.26.249 extension: css geo.srcdest: MA:LS geo.sre: MA geo.dest: LS geo.coordinates: { "lat": 39.29663889, "lon": -88.22808333 }
O @timestamp host: cdn.opensearch-opensearch-opensearch.org index: opensearch_dashboards_sample_data_logs ip: 251.234.26.249 machine.ram: 6,442,450,944
t agent machine.os: ios memory: - message: 251.234.26.249 - - [2618-88-88T10:20:43.7997] "GET /styles/semantic-ui.css HTTP/1.1" 208 6693 "-" “"Mozilla/5.8
# bytes (X11; Linux i686) AppleWebKit/534.24 (KHTML, like Gecko) Chrome/11.8.696.50 Safari/534.24” phpmemory: - referer: http://www.opensearch-
Ijj avent.qatasat > Jan 11, 2023 @ 11:20:29.882  regponse: 260 agent: Mozillas4.@ (compatible; MSIE 6.@; Windows NT 5.1; SV1; .NET CLR 1.1.4322) bytes: 1,995 clientip: 189.157.83.197
t extension extension: gz geo.srcdest: TZ:SS geo.src: TZ geo.dest: SS geo.coordinates: { "lat”: 39.61541667, "lon": -78.76886361 }
@ geo.coordinates host: artifacts.opensearch.org index: opensearch_dashboards_sample data_logs ip: 109.157.83.197 machine.ram: 21,474, 836,480 machine.os: osx
t| geo.dest memory: - message: 109.157.83.197 - - [2@18-88-88T19:20:29.8827] "GET /opensearch_dashboards/opensearch_dashboards-1.8.8-darwin-x86_64.tar.gz

HTTP/1.1" 268 1995 "-" “"Mozilla/4.8 (compatible; MSIE 6.8; Windows NT 5.1; SV1; .NET CLR 1.1.4322)" phpmemory: - referer: http://twitter.com
t geo.src
t geo.srcdest > Jan 11, 2023 @ 11:18:56.841 response: 260 agent: Mozilla/5.@ (X11; Linux x86_64; rv:6.8a1) Gecko/20110421 Firefox/6.6al bytes: 6,439 clientip: 13.196.2.199 extension: gz

7l host geo.srcdest: IN:AR geo.src: IN geo.dest: AR geo.coordinates: { "lat®: 39.1224125, "lon": -168.5267347 } host: artifacts.opensearch.org
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Visualize
® Visualize enables you to create visualizations of the data from your indices.

New Visualization

January 23, 2023

Select a visualization type

Q) Filter
Start creating your visualization by
E . . . .
— selecting a type for that visualization.
[y 5 ©
Area Controls Cm’:"? nate Data Table
Viap
= €M 0 39
Gantt Chart Gauge Goal Heat Map
= [T
Horizontal Bar Line Markdown Metric
[ —_
& (0 Al =
Pie Region Map TEVE Tag Cloud
- E
& o <[> H ]
Timeline Vega Vertical Bar WisBuilder
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Aggregations ﬂ("‘

Karlsruhe Institute of Technology

® Aggregation refers to the collection of documents or a set of documents obtained from a particular
search query or filter.

® Metric Aggregation that calculate metrics, such as a sum or average, from field values

® Bucket Aggregation that group documents into buckets, also called bins, based on field values,
ranges, or other criteria

_— — [Logs] Visitors by OS

opensearch_dashboards_sample_data_logs

Terms
Fleld
machine.os keyword
Order by
ric: Count
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Dashboard ﬂ(".

Karlsruhe Institute of Technology

® Adashboard is a collection of visualizations, searches and maps.

® You can create your personal dashboard based on saved visualizations to get an overview of your data.

® Generally data put on a dashboard is tipically related but it is possible to add visualizations from
different index patterns

Dashboard[Logs] Web traffic

= W Dashiboard [Logs] Web Traf fic

N\

SamplelogsData | oo | et oy |
(\
| -
[Logs] Visitors by OS
Easy Drag & Drop
Try it |
[Logs] Unique count of clientip Go to https://opensearch-dashboards.scc.kit.edu

and explore the [Logs] Web Traffic Dashboard
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Other features ﬂ(".

Karlsruhe Institute of Technology
S OpenSearch Dashboards ] Qu ery W orkbench

= 0 Overview . R e p O rtl n g
- ® Observability: es. create Notebooks
@ Admin tasks:

\j} OpenSearch Dashboards ~ . .

® Stack Management: settings, create index patterns

® Index Management: periodically perform certain operations (e.s. delete

older indexes after a set period of days or index rollover after a certain
| amount of time)

OpenSearch Plugins e

® Snapshots Management: create daily backups

A ® Security: manage authentication and access control

Anomaly Detection
Notifications
Observability

Index Management
Snapshot Management

Security

{E} Management v

Dev Tools

Stack Management
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Query Workbench

AT
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® Use the Query Workbench to easily run on-demand SQL queries and
translate SQL into its REST equivalent.

5 Search Dashhoards

= ] Query Workbench

Query Workbench

Query editor

1 SELECT timestamp,message, clientip FROM opensearch_dashboards_sample_data_logs WHERE machine.os = "win 8"

= Il

Results

Output opensearch_dashboards_sample_data_logs

opensearch_dashboards_sample_data_logs (200)

() Search keyword

timestamp

2023-01-0100:39:02.912

2023-01-01 03:26:21.326

message

223.87.60.27 - - [2018-07-22T00:39:02.912Z] "GET /opensearch
fopensearch-1.0.0.deb_1 HTTP/1.1" 200 6218 "-" "Mozilla/5.0 (X11;
Linux x86_64; rv:6.0a1) Gecko/20110421 Firefox/6.0a1"

130.246.123.197 - - [2018-07-22T03:26:21.3267] "GET /beats

/metricbeat_1 HTTP/1.1" 200 6850 "-" "Mozilla/5.0 (X11; Linux x86_64;

12 January 23, 2023  Evelina Buittitta — OpenSearch Dashboards
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223.87.60.27
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f O

Full screen view

Download
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Reporting ﬂ(".

® Es. Create a CSV report from your search from the Discover page:
® Choose Generate CSV (save your Search first).

= @ Discover [Flights] Flight Log New Save Open hare  Reporting  Inspect

DQL  ® ~ Last 24 hours Show dates

S + Add filter GENERATE AND DOWNLOAD

= ) )
opensearch_dashboards_sa... 307 hits C Reset search Files can take a minute or
two to generate depending
Q Search field names Jan 10, 2023 @ 11:25:31.235 - Jan 11, 2023 @ 11:25:31.236  Auto v g;ttahe size of your source
& Filter by 0
S &, Generate CSV
Selected fields

# AvgTicketPrice SCHEDULE AND SHARE
@ Cancelled
W R R ]] Y pe—

DestCityName
VIEW

Count

i)l DestCountry timestamp per 30 minutes
t FlightDelayType =] View repor
AntbEE e Time - Carrier OriginCityName OriginCauntry DestCityName DestCountry FiightTimentin B View reports celted
# FlightTimeMin
* Jan 11, 7823 @ 11:23:38.888 OpenSearch Hartford us Brisbane AU 820,301 $538.14 false
t OriginCityName Dashboards
t OriginCountry Arlines
Auailable fields ¥ Jan 11, 7823 @ 11:21:29.888 OpenSearch Venice I Washington us 647,538 $836 .62 false
¢ _id Dashboards
#irlines
t | _index
# _score * Jan 11, 7823 @ 11:28:67.888 OpenSearch Bangalore IN Treviso T 651.952 5984 04 false
- =Air
t | _type
# dayOfwesk 2 Jan 11, 2823 @ 11:13:23.888 BeatsWest Treviso IT Tulsa us 468,782 $835.99 false
t Dest ¥ Jan 11, 2823 @ 11:11:40.000 BeatsWest Bari IT Naples T 47 .47 $139.22 false
t DestAirportiD
@ Destlocation » Jan 11, 20823 € 11:05:56.008 OpenSearch Tokoname Jp Hilan m BAT7 . B6E $339.2 false
Dashboards
t DestRegion sirlines
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Notebooks

® An OpenSearch Dashboards Notebook is an interface
that lets you easily combine code snippets, live
visualizations, and narrative text in a single interface.

® Anotebook is a document composed of two elements:

code blocks (Markdown/SQL/Piped Processing
Language or PPL) and visualizations

14 January 23, 2023  Evelina Buittitta — OpenSearch Dashboards
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- \} Observability MNotebooks [Logs] Sample Roct Cause Event Analysis

View both Input only Output only Paragraph actions -~ | | Reporting actions

[Logs] Sample Root Cause Event Analysis

12/07/2022 12:19 AM

[1] Code block -

This notebook goes through a sample root cause event analysis using PPL and visualizations with the OpenSearch Dashboards sample web
logs data.

[2] Code block -

First, let's bring up a few visualizations for a quick ovarview.

[Logs] Unique Visitors vs. Average Bytes

Steinbuch Centre for Computing
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Useful links ﬂ(“.

Karlsruhe Institute of Technology

® OpenSearch Dashboards at SDM:
https://opensearch-dashboards.scc.kit.edu

® Project Documentation:
https://opensearch.org/docs/latest/dashboards/
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