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Introduction toProvenance
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Provenanceg Etymology

A from latind, prdenired

A the place oforigin or earliesthistory of something

A the beginningl £ O1T | AOEET C6 O A QGE O

.

.. . o 1434: paintinglated by van Eyck;
A In art history arecord of ownership of a work aft before 1516:impossession of Don
Diego de Guevara, a Spanish career
) i L. . courtier of the Habsburgs;
A used as a guide to authenticity or quality 1516: portraigiven to Margaret of
Austria, Habsburg Regent of the
Netherlands;
1816: inLondon, probably plundered
by a certaln Colonel James Hay after
z A X 7 - N Z 4 A l T the ttI toria (1 ' =~ A
ArelatedOAOT Od 1 ET AACAR CAT AAT IREURTSEGERAAA EO
artworks by King Joseph Bonapatrte;
1841.: thepainting was included in a
public exhibition;
1842: boughtoy the National
Gallery, London for £600, where it
remains.
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Areas of Application for Provenance

A News
A origins and references of blogs, photos, news items

A Copyright Laws
A licensing and attribution of documents and data

A Food industry
A trust in supply chains

A Open Information System
A origin of thedata inputs

A Computational Provenance
A how the results were obtained
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Computational ProvenanceDefinitions

AISEI Pl Ad O/ OECET AT A POI AAOOETI ¢ EEOOI OU 1T &£ Al AOOE

Al&T O Al 4 O0OT OAT AT AA EO ET &£ Of ACETT AAT OO0 Al OEOEAC
of data or thing, which can be used to form assessments about its quality, reliability or

~ ~ ~ pe ~

O0OO0OO0Ox1T OOEET AOOS8 6

AlTT OEAOd O$AOA DPOI OAT AT AAT1 ET AACA ET Al OAAO| AAOAG
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Reproducibility/Replicability

A Terms Rougieret al. 2017)

A Reproducibility: Running same software on same
input and obtaining same results

A Replicability; Writing and running new software basec
T AAOCAOEDPOETT 1T £ A AT I E
obtaining results that are similar enough

A Reproducibilityin datascienceasbasedon y
A Open Source Software ’-ﬁ

A CodeRepositories - 2
A Publicationswith code ﬂ | ﬁ

A Virtual machines containers

A (Electronic)aboratorynotebooks

A Metadata and Provenance "I think you should be more
explicit here in step two."
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Reproduciblility Crisis in Science

A results of many scientific studies are difficult/impossible to reprodijgg/dol.ora/10.1038%2F515009a

A Reasons
A correctness of implementation
A potential forerrorintroduced by new system sefand hardware
A how precise one had performed an experiment

A time aspeciz difficult to construct after yearg or even weeks

A reproducibility of experiments is an essential part of the scientific method
A significant theories are grounded on unreproducible experimentatk

A Scientific research is held to be of good provenance
A if documented in detail
A sufficient to allow reliable replication of scientifiesults
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https://doi.org/10.1038/515009a

Use Cases for Computational Provenance

A Audit trail
A tracedata generation and detect possible errors

A Attribution
A determineownership and responsibility for data and scientific results
A Dataquality
A from quality of input data, computations
A Discovery
A enablesearching of datamethodologiesand experiments
A Replication:
A facilitate repeatablederivation of data
A allowing reproducibility in science
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)1 O0OAAOEAAS

A Do any of these sound familiar?

A) OEI OCEO ) OOAA OEA OAIi A PAOAI AOAOO AOGO
A | can't remember which version of the code | used to generate fi§ure

A The new student wants to reuse that model | published three years ago but he can't

reproduce thefigures

A It workedyesterday I-l_ I

ParameterXY

A Why did | do that? AN

LA A
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Provenance Data/Information

A What is Provenance Data?
A The source of all input data (references) gsed (ex:compose, ex:datasetl, )

A The set of the algorithms and scripts ysed (ex:compose, ex:regionList, =

used to transform the data asgeneratedBy (ex:conposition, ex:compest

A A record of single compute job on an _
HPC machine with inputs and outputs gsed (ex:1lustrd il lustrate
nasGeneratedBY(ex:Chartl’ 5

te, ex:composition,

A A complete workflow description

consisting of many compute jobs xichartl, ox: compiley

IC“.:‘.

eratedBy ( :
o ex:chartZy €

A The complete description of the

I i neratEdB)((
processing environment yashe
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Provenance (data) and Metadata

A Data: Actual used, measured, simulated, or generated data
A Metadata: Information about the resources itself (descriptive terms)

A Provenance Metadata with a focus of Who? (e.g. creator), When? (e.g. modified when),
and How? (e.gsDerivationFrom
A Provenance is Metadata, but not all Metadata is important for Provenance
A the title or format of a book is not part of its provenance
A however, who created the book (author and publisher), or when was it created
A Provenance creates a semantic graph of the data history

A In practice Metadata and Provenance is mixed up

A when you track the provenance, you would also track the metadata
A keep it in the same storage
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L—-—'.;:L';.;r----]

Provenance is a Graph

“proviPessan” %% xed_L:#gName
EnMame Alastair Hughas
ax =maitoabo@emmele. orgs

" ex:Patients
-

washssaciatedWth

A Directed Acyclic Graph (DAG)

detenms:title 5501630216016

- UsRd wasdssocatedWth

dcterrnsid  5541fATeqbIfE 16801

farmertitie case.398 ex:investigation_Created

1
|
[rasGenerateddy

prowviype “proavPerson” %% wsd_ 1:#ONan
foal-gventame jonay marley

ex:Investigation
foaf:mbox <maikazabo@example.ange "

o

wasAssoclatedWith

" detesrnsocreated_an 2015-0%-30T13:13:29.851Z
detedrns:id Sa0bdMea3bead E2AL1031
ex:Variant_Investigated doterms:amim_intersactad o
- detemmisphenatypes parkinsan
determs:title dema

waseneratedBy

ex:Variant

detemeiExpnic_Func exomc

determsGene EIF4G]

determs:MAF 1

debarms:Start 1B403 1933

determa:ia S51MHabieBEa5ZE5059M224
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Provenance Lifecycle

A Schema oProvenanceamanagement

Frovenance Modal
Presarve
assoclation
Model to 1o data

Standard
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Capturing Provenance

Application

® =
Data (Results)

l Capture

Provenance
Store
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Capturing ProvenanceChallenges

A Provenance is result of observing transformation processes in environments
A Observation depends entirely on the available infrastructure

A retrofit applications and systems with provenance recording capabilities

A Different researchers have very different ways of working and use different tools, workflows, storages etc.
A Environments: command line, GUI, batgbbs, workflow engines or scripted workflows

~ ~ s o~ -

A, Al COACAO & O AAOA AT A1 UOEAOd OUOEITTh 2h 8
A Level of abstraction of provenance information

A fine-grainedz e.g. each I/O operation in an observed system
A coarsegrainedz only capturing inputs and outputs of a workflow block

A Distributed systemg captured data must be composed from multiple fragments
A Overhead- should have minor impact on system/applications performance

A Scalabilityz Big data is growing> provenance is growing> scale up provenance collection
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ProvenanceCaptunng Systemsz Application Level

A Enable applicationso be able for provenance capturing

A Provide oftenrich semantic knowledge of provenanaata
A Scientistanddeveloperis often identical

A Workflow engines arsuitable for provenance capturing
A bring alongalreadyloggingmechanisms
A trackingof inputs and outputs of each workflow step
A dependencies (sequential, paralléhetween workflowelements

A Make often use of domain user annotation

A disadvantages
A users are restricted of using provenara@areapplication
A responsibility of tracking provenance is dispersed throughout many different tools
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ProvenanceCapturingSystemsz System Level

A Systemlevel provenance capturing aka Automated provenaombserving alDS system
A requiresminimal or no modification to given applications
A reduce the need of rengineering software

A capture complete provenance as instrumentation can be done
A broadlyz across every application
A deeplyz within specified part of file system

A disadvantages

A can capture only provenance to which the system is exposed (e.g. obsen@8:3USE, Linux
Audit, etc8

A producesa lot provenancavith less semantic meaning

A In practice, capturing on system level still needsre research
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ProvenanceCapturingSystemsz VCS Level

A Version Control Systems (V{facilitate collaboration primarily for both code and data
A Tracking provenance through the use of VCS sucdBias
A Exposingorovenancanformation storedin VCS

A Drawbacks
A VCSsupposeo havemanysmallfileswith localizedchanges

A datascienceapplicationstypicallyfeature arangeof large datasets-> suboptimabehaviour
A VCSsystemshavelimited supportfor provenancequeries

A Implementations: Sumatranandson-session)
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Gatheror Generate Provenance

A Depends on your application

A Gather at runtime (e.g. tracked by logging of workflow engine)
A Tailoringthe application
A Cumbersome from software engineering perspective

A Combined with logging, reconstruction from files and metadata
A Also known afketrospective Provenance

A Generate at compiléime (e.g. scripted workflows without observirgngine)
A Based on static code analysis

A Adding speciastatements toexisting scripts
A Also known a#rospective Provenance
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OtherTechniqguedor Provenance Recording

A Provenance APIs
A PyPROWython API (Handson sessiorn
A Sumatra API

A Wrappingapplicationsfor Provenance
A NoWorkflow (performscodeanalysisand extractsprovenancegrom scriptedworkflows)
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Modeling and PRQOV standard
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Provenance Standard Models

A Why taking a common provenance model?
A Havinga common provenance language
A Inter-changingprovenance data between softwasnd humans (readability)
A Providingstandard interfaces in provenance tools

A Obstacles

A Mapdomain data / captured data at first to standard model
A Extendstandard model where applicable

A Some efforts to introduce an accepted wondde standard
A OPM
A and successor W3RROV (since 2018
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W3C PROV
AO0OOAI EOEA A AMBA ikEdd@endatdns in 2013

wasDe%/;lFrom :* i:i P ROV

Entity Provenance is a record that
WaSA““b“tedT" describes the people,
wasGeneratedBy institutions, entities, and
actedOnge_;TO? Agent used activities, involved in
wasAssociatedWith - producing, influencing, or
Activity delivering a piece of data or a
startedAtTime endedAtTime thing in theworld.
xsd:dateTime wasInformedBy xsd:dateTime
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PROV: Fundamentdlotions

A Entity
AOEA OOEET C
AAB8C8 AT AOI

ET OA DPOI OAT AT AA xA xAT O O AAO!

0 X
i OF Ei ACAK AAOA AEI AR DOI COAI Ai A’

O
A
A Activity

ACAT AOAOA TAx 10 OOA AGEOOEI ¢ AT OEOEAO8 4EA OF

A e.g. program execution, imaggrocessingg
A Agent

AAOA OAODPT T OEAT A A O OEA AAOEIT T O § PAOOI T Oh 1T OC
A Relations asisage generationderivation attribution

A connections describing how entities, agents, and activities interact
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Simple PROV ExamplieBook Writing

a Entity

‘wasAttributedTo
‘book
a Agent

/ -author \

-‘wasAssociatedwWh
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:‘wasGeneratedBy

:bookWriting

startedAtTime 201601
endedAtTime 201606

aActivity
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Scientific PROV Examplelmage Processing

‘wasAttributedTo -calibrated
Image

- ‘wasGeneratedBy
'scientist ’
:calibration :microscope
Processing Rawlmage
:‘wasAssociatedWith
:used

.pre-processed
Image :‘wasDerivedFrom
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How to work with the PROV model?

A Universalcore data model (PROYM) in textual form

A Various Serializations and definitions available
A PROVO  OWL2 ontology
A PROVXML defines XML schema for PREM
A PROVWN human-readable special provenancmtation
A PROMJSON({LD) lightweight extensible representation

A Can be specialized/extended to model provenance information for
A different domains and vocabularies (biology, climate research, etc.)
A applications (e.g. workflow management systems)
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Ontologies and Provenance Models

A Close connection

A Ontologies can express Provenance models perfectly
A PROVO is ontology serialization of W3C PROV data model
A Defining domain terms in ontologies by extending PROV
A Noted in OWL and RDF like PR@/

A Integration in applications by generating complement classes/ code
A e.g. in Java by using Apache Jena RDF and ontology framework
A e.g. in Python by Owlready?2 or ontologyython-sdk

A Applications can create syntactically PRO¥xtended) conform provenance data
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PROV Notations and Representations

A TextualRepresentatior(e.g. PROW, A Visualization
RDFTurtle, XML, JSON)

document m

prefix userdatahttp://software.dIr.de/gs/userdata/ wastmbatedTo

s proviype provperson | < userdata WelghtReport3 22131344405 C library: pan_das D)
wasDerivedFronfuserdata:weightsuserdata:WeightReport.csv e
wasDerivedFron(gs:graphidweights, userdata:weights \d /
wasAssociatedWitfgs:graphidweights, gs:usefonyame@gmail.com;) python_method:read csv | MFETN  BIESIEhon orgyppansoLs
usedpython_method:read_csMibrary:pandas-)

usedpython_method:matplotlib_plot userdata:weights-)

usedpython_method:matplotlib_plot library:matplotlib, -) - \dp ﬂi e
used(ython_method:read_csy, userdata:WeightReport.csy, -) < hb}ary matplo{hb > povepeqempe | (_ userdata: wenghts ) provhme20160907720:6021402:00

wasAttributedTauserdata:WeightReport.csv \ /T
gs:usefonyame@gmail.com)

library:url https://pypl.python.org/pypimatplotlib/1.6.1

python_method:matplotlib_plot

agent(s:usefonyame@gmail.com, pprov:type="prov:Persori]) poraryerson .61
entity(library:pandas [library:versior="0.17.1"]) T
e nt I ty( u S e rd ata : We I g ht Re po rt " Csv SeneratedBy (wasDerivedFrom washssociatedWith
entity(userdata:weight$ P L —

provitime 2016-03-02T20:40:22+01:00 (7 qis_:graphiCIWEigh_'iS 7__):) provitype gs:visualize
endDocument
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Cloud Services related to PROV

€ ProvStore  Home  Public Documents  Login/Sign Up

A PROVStoreof University
of Southampton
(openprovenance.org)

A Store PROV document
A Share

-
Provenance storage and distribution

ProvStore is a free service for storing, viewing and collaborating on provenance documents.

A Validate
A Translate / Convert

My Provenance Document Flattened Data < Process < Responsibility o

A Vlsuallze Created on 14 Aug 2014 at 14:50 by user 667 views
A APIs (PythonjQuery)

document
prefix bob <http://example.org/bob/>
prefix ex <http://www.example.com/>
prefix alice <http://example.org/alice/>

[ Copy to Clipboard

entity(alice:bundle2, [prov:type="prov:Bundle" %% xsd:QName])
entity(bob:bundle1, [prov:type="prov:Bundle” %% xsd:QName])
wasGeneratedBy(bob:bundlel, -, 2012-05-24T10:30:00+01:00)
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PROV Implementations:

A PROV application in geospatial
environments requires matching
process with 1ISO19115 data

A GeoProv MappinglSO19115
lineage terms to W3C PROV
[Closaet. al. 201}

A Tracingbackoriginsof
geospatialdata

8

Geospatial Data |

i
- ~
- -
- -
- -

_TTROVCORE ()
/"  CONCEPTS =, &~

-
. M
-

4 / / \ Y

I‘f -y was(anara By et '|III

1 S Ageni . usad 1‘ k.. : ., 5
N actedOnBehal (0 . Y a ] ".._

\ ‘ wiBAsSOclbedW) th s, ¥ 5 '-'

GEOSPATIAL
[ ONCEPT b

non-geometry

feature collection

]

process executions ‘

-|' |es|mnsih|e parties

<rdf:Descriptionrdf:about="http://geos.whu.edu.crdnt/iso19119iheage.owl#L| ProcessStep
<rdfs:subClassOfdf:resource="http://www.w3.org/ns/prov#Activity/>

<frdf:Descriptior
8
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PROV Implementations: Geospatial Data |l

A PRQOV application in geospatial
environments requires matching
process

A from ISO19115 lineage terms to
W3C PRO\D

[https://github.com/liangcun/GeoProv]
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