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Introduction to Provenance
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Provenance ɀEtymology

Á from latinȡ ȰprovenireȰ 

Á the place of origin or earliest history of something

Á the beginningÏÆ ÓÏÍÅÔÈÉÎÇȭÓ ÅØÉÓÔÅÎÃÅ

Á in art history a record of ownership of a work of art

Á used as a guide to authenticity or quality

Á related ÔÅÒÍÓȡ ÌÉÎÅÁÇÅȟ ÇÅÎÅÁÌÏÇÙȟ ÔÒÁÃÅÁÂÉÌÉÔÙȟ ȣ
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1434: painting dated by van Eyck;
before 1516:in possession of Don 
Diego de Guevara, a Spanish career 
courtier of the Habsburgs;
1516: portrait given to Margaret of 
Austria, Habsburg Regent of the 
Netherlands;

.................
1816: in London, probably plundered 
by a certain Colonel James Hay after 
the Battle of Vitoria (1813), from a 
coach loaded with easily portable 
artworks by King Joseph Bonaparte;
1841: the painting was included in a 
public exhibition;
1842: bought by the National 
Gallery, London for £600, where it 
remains.



Areas of Application for Provenance

ÁNews

Á origins and references of blogs, photos, news items

ÁCopyright Laws

Á licensing and attribution of documents and data

Á Food industry

Á trust in supply chains

ÁOpen Information System

Á origin of the data inputs

ÁComputational Provenance

Á how the results were obtained
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Computational Provenance - Definitions 
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Á3ÉÍÐÌÅȡ Ȱ/ÒÉÇÉÎ ÁÎÄ ÐÒÏÃÅÓÓÉÎÇ ÈÉÓÔÏÒÙ ÏÆ ÁÎ ÁÒÔÉÆÁÃÔȱ

Á&ÏÒÍÁÌȡ Ȱ0ÒÏÖÅÎÁÎÃÅ ÉÓ ÉÎÆÏÒÍÁÔÉÏÎ ÁÂÏÕÔ ÅÎÔÉÔÉÅÓȟ ÁÃÔÉÖÉÔÉÅÓȟ ÁÎÄ ÐÅÏÐÌÅ ÉÎÖÏÌÖÅÄ ÉÎ ÐÒÏÄÕÃÉÎÇ Á ÐÉÅÃÅ 
of data or thing, which can be used to form assessments about its quality, reliability or 
ÔÒÕÓÔ×ÏÒÔÈÉÎÅÓÓȢȱ

Á!ÎÏÔÈÅÒȡ Ȱ$ÁÔÁ ÐÒÏÖÅÎÁÎÃÅȾÌÉÎÅÁÇÅ ÉÎÃÌÕÄÅÓ  ÄÁÔÁȭÓ ÏÒÉÇÉÎÓ ÁÎÄ ×ÈÁÔ ÈÁÐÐÅÎÓ ÔÏ ÉÔ ÏÖÅÒ ÔÉÍÅȱ
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Reproducibility/Replicability
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ÁTerms (Rougieret al. 2017)

Á Reproducibility: Running same software on same 
input and obtaining same results

Á Replicability: Writing and running new software based 
ÏÎ ÄÅÓÃÒÉÐÔÉÏÎ ÏÆ Á ÃÏÍÐÕÔÁÔÉÏÎÁÌ ÍÏÄÅÌ ȣȢ ÁÎÄ 
obtaining results that are similar enough 

ÁReproducibilityin datascienceisbasedon

Á Open Source Software

Á Code Repositories

Á Publications with code

Á Virtual machines/ containers

Á (Electronic) laboratorynotebooks

Á Metadata and Provenance
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Reproducibility Crisis in Science
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Á results of many scientific studies are difficult/impossible to reproduce https://doi.org/10.1038%2F515009a

ÁReasons 

Á correctness of implementation

Á potential for error introduced by new system soft- and hardware

Á how precise one had performed an experiment 

Á time aspect ɀdifficult to construct after years ɀor even weeks

Á reproducibility of experiments is an essential part of the scientific method

Á significant theories are grounded on unreproducible experimental work

ÁScientific research is held to be of good provenance

Á if documented in detail

Á sufficient to allow reliable replication of scientific results
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ÁAudit trail

Á trace data generation and detect possible errors

ÁAttribution 

Á determine ownership and responsibility for data and scientific results

ÁData quality 

Á from quality of input data, computations

ÁDiscovery 

Á enable searching of data, methodologies and experiments

ÁReplication:

Á facilitate repeatable derivation of data 

Á allowing reproducibility in science

Use Cases for Computational Provenance
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)Î 0ÒÁÃÔÉÃÅȣ

ÁDo any of these sound familiar?

Á) ÔÈÏÕÇÈÔ ) ÕÓÅÄ ÔÈÅ ÓÁÍÅ ÐÁÒÁÍÅÔÅÒÓ ÂÕÔ )ȭÍ ÇÅÔÔÉÎÇ ÄÉÆÆÅÒÅÎÔ ÒÅÓÕÌÔÓ

Á I can't remember which version of the code I used to generate figure 6

Á The new student wants to reuse that model I published three years ago but he can't 
reproduce the figures

Á It worked yesterday

ÁWhy did I do that?

13.03.2019 10HAF WORKSHOP - DATA PROVENANCE ɀOVERVIEW - INTRODUCTION



Provenance Data/Information

ÁWhat is Provenance Data?

Á The source of all input data (references)

Á The set of the algorithms and scripts 
used to transform the data

ÁA record of single compute job on an 
HPC machine with inputs and outputs

ÁA complete workflow description 
consisting of many compute jobs

Á The complete description of the 
processing environment
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Provenance (data) and Metadata

ÁData: Actual used, measured, simulated, or generated data

ÁMetadata: Information about the resources itself (descriptive terms)

ÁProvenance: Metadata with a focus of Who? (e.g. creator), When? (e.g. modified when), 
and How? (e.g. isDerivationFrom) 

ÁProvenance is Metadata, but not all Metadata is important for Provenance

Á the title or format of a book is not part of its provenance

Á however, who created the book (author and publisher), or when was it created

Á Provenance creates a semantic graph of the data history 

Á In practice Metadata and Provenance is mixed up

Á when you track the provenance, you would also track the metadata

Á keep it in the same storage
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Provenance is a Graph
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ÁDirected Acyclic Graph (DAG)
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Provenance Lifecycle

ÁSchema of Provenance management
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Model to
Standard



Capturing Provenance
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Capture



Capturing Provenance - Challenges
Á Provenance is result of observing transformation processes in environments

Á Observation depends entirely on the available infrastructure

Á retrofit applications and systems with provenance recording capabilities 

Á Different researchers have very different ways of working and use different tools, workflows, storages etc.

Á Environments: command line, GUI, batch-jobs, workflow engines or scripted workflows

Á ,ÁÎÇÕÁÇÅÓ ÆÏÒ ÄÁÔÁ ÁÎÁÌÙÔÉÃÓȡ 0ÙÔÈÏÎȟ 2ȟ ȣ

Á Level of abstraction of provenance information 

Á fine-grained ɀe.g. each I/O operation in an observed system

Á coarse-grained ɀonly capturing inputs and outputs of a workflow block

Á Distributed systems ɀcaptured data must be composed from multiple fragments 

Á Overhead - should have minor impact on system/applications performance

Á Scalability ɀBig data is growing -> provenance is growing -> scale up provenance collection
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Provenance CapturingSystems ɀApplication Level 

ÁEnable applications to be able for provenance capturing

ÁProvide often rich semantic knowledge of provenance data

Á Scientist anddeveloperisoften identical

ÁWorkflow engines are suitable for provenance capturing

Á bring alongalreadyloggingmechanisms

Á tracking of inputs and outputs of each workflow step

Á dependencies (sequential, parallel)  between workflow elements

ÁMake often use of domain user annotation

Ádisadvantages

Á users are restricted of using provenance-aware application

Á responsibility of tracking provenance is dispersed throughout many different tools
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Provenance Capturing Systems ɀSystem Level 

ÁSystem-level provenance capturing aka Automated provenance observing at OS system

Á requires minimal or no modification to given applications

Á reduce the need of re-engineering software

Ácapture complete provenance as instrumentation can be done

Á broadly ɀacross every application

Á deeply ɀwithin specified part of file system 

Ádisadvantages

Á can capture only provenance to which the system is exposed (e.g. observed by OS: FUSE, Linux 
Audit, etcȣɊ

Á produces a lot provenance with less semantic meaning

Á In practice, capturing on system level still needs more research
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Provenance Capturing Systems ɀVCS Level 

ÁVersion Control Systems (VCS) facilitate collaboration primarily for both code and data

ÁTracking provenance through the use of VCS such as Git

ÁExposingprovenanceinformation storedin VCS

ÁDrawbacks

ÁVCS supposeto havemanysmallfileswith localizedchanges

Á datascienceapplicationstypicallyfeaturea rangeof large datasets-> suboptimal behaviour

ÁVCS systemshavelimited supportfor provenancequeries

Á Implementations: Sumatra (hands-on-session)
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Gather or Generate Provenance

ÁDepends on your application 

ÁGather at runtime (e.g. tracked by logging of workflow engine)

Á Tailoring the application

ÁCumbersome from software engineering perspective 

ÁCombined with logging, reconstruction from files and metadata

ÁAlso known as Retrospective Provenance

ÁGenerate at compile time (e.g. scripted workflows without observing engine)

ÁBased on static code analysis 

ÁAdding special statements to existing scripts

ÁAlso known as Prospective Provenance
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OtherTechniques for Provenance Recording

ÁProvenance APIs

ÁPyPROVPythonAPI (Hands-on session)

ÁSumatra API 

ÁWrappingapplicationsfor Provenance

ÁNoWorkflow(performscodeanalysisandextractsprovenancefrom scriptedworkflows) 

13.03.2019 21HAF WORKSHOP - DATA PROVENANCE ɀOVERVIEW - TOOLS



Modeling and PROV standard
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Provenance Standard Models

ÁWhy taking a common provenance model?

ÁHaving a common provenance language

Á Inter-changing provenance data between softwareand humans (readability)

ÁProviding standard interfaces in provenance tools

ÁObstacles

ÁMap domain data / captured data at first to standard model

ÁExtend standard model where applicable

ÁSome efforts to introduce an accepted world-wide standard

ÁOPM 

Á and successor W3C-PROV  (since 2013)
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W3C PROV

Á0ÕÂÌÉÓÈÅÄ ÁÓ Á Ȭ02/6ȭ ÆÁÍÉÌÙ ÏÆ recommendations in 2013
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Provenance is a record that 
describes the people, 
institutions, entities, and 
activities, involved in 
producing, influencing, or 
delivering a piece of data or a 
thing in the world.
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PROV: Fundamental Notions

ÁEntity

ÁÔÈÅ ȰÔÈÉÎÇÓȱ ×ÈÏÓÅ ÐÒÏÖÅÎÁÎÃÅ ×Å ×ÁÎÔ ÔÏ ÄÅÓÃÒÉÂÅ  ɉÐÈÙÓÉÃÁÌȟ ÄÉÇÉÔÁÌȟ ÏÒ ÏÔÈÅÒɊ

ÁÅȢÇȢ ÄÏÃÕÍÅÎÔȟ ÉÍÁÇÅȟ ÄÁÔÁ ÆÉÌÅȟ ÐÒÏÇÒÁÍ ÃÏÄÅȣ

ÁActivity

ÁÇÅÎÅÒÁÔÅ ÎÅ× ÏÒ ÕÓÅ ÅØÉÓÔÉÎÇ ÅÎÔÉÔÉÅÓȢ 4ÈÅ ȰÄÙÎÁÍÉÃȱ ÁÓÐÅÃÔ ÏÆ ÔÈÅ ×ÏÒÌÄ

Á e.g. program execution, image processing, ȣ

ÁAgent

ÁÁÒÅ ÒÅÓÐÏÎÓÉÂÌÅ ÆÏÒ ÔÈÅ ÁÃÔÉÏÎÓ ɉÐÅÒÓÏÎÓȟ ÏÒÇÁÎÉÚÁÔÉÏÎÓȟ ÓÏÆÔ×ÁÒÅ ÁÇÅÎÔȟȣɊ 

ÁRelations as usage, generation, derivation, attribution

Á connections describing how entities, agents, and activities interact
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Simple PROV Example ɀBook Writing
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:wasAttributedTo

:wasAssociatedWith

:wasGeneratedBy

:bookWriting

:author

:book

a Entitya Entity

a Activitya Activity

a Agenta Agent

startedAtTime: 2016-01
endedAtTime: 2016-06
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Scientific PROV Example ɀImage Processing
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:wasAssociatedWith

:used

:wasGeneratedBy

:wasDerivedFrom

:scientist

:wasAttributedTo :calibrated-
Image

:microscope-
Raw-Image

:pre-processed-
Image

:calibration-
Processing
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How to work with the PROV model?
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ÁUniversal core data model (PROV-DM) in textual form

ÁVarious Serializations and definitions available 

ÁPROV-O  OWL2 ontology 

ÁPROV-XML  defines XML schema for PROV-DM

ÁPROV-N human-readable special provenance notation 

ÁPROV-JSON(-LD) lightweight extensible representation

ÁCan be specialized/extended to model provenance information for 

Á different domains and vocabularies (biology, climate research, etc.)

Á applications (e.g. workflow management systems)
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Ontologies and Provenance Models
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ÁClose connection

ÁOntologies can express Provenance models perfectly

ÁPROV-O is ontology serialization of W3C PROV data model

ÁDefining domain terms in ontologies by extending PROV-O

ÁNoted in OWL and RDF like PROV-O

Á Integration in applications by generating complement classes/ code 

Á e.g. in Java by using Apache Jena RDF and ontology framework

Á e.g. in Python by Owlready2 or ontology-python-sdk

ÁApplications can create syntactically PROV (-extended) conform provenance data 
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PROV Notations and Representations
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ÁTextualRepresentation(e.g. PROV-N, 
RDF-Turtle, XML, JSON)

document 
prefix userdatahttp://software.dlr.de/qs/userdata/ 
. . . 
wasDerivedFrom(userdata:weights, userdata:WeightReport.csv, 
wasDerivedFrom(qs:graphic/weights, userdata:weights, 
wasAssociatedWith(qs:graphic/weights, qs:user/onyame@gmail.com, -) 
used(python_method:read_csv, library:pandas, -) 
used(python_method:matplotlib_plot, userdata:weights, -) 
used(python_method:matplotlib_plot, library:matplotlib, -) 
used(python_method:read_csv, userdata:WeightReport.csv, -) 
wasAttributedTo(userdata:WeightReport.csv, 
qs:user/onyame@gmail.com) 
agent(qs:user/onyame@gmail.com, [prov:type="prov:Person"]) 
entity(library:pandas, [library:version="0.17.1"]) 
entity(userdata:WeightReport.csv) 
entity(userdata:weights) 
. . . 
endDocument

ÁVisualization
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Cloud Services related to PROV
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ÁPROVStoreof University 
of Southampton 
(openprovenance.org) 

ÁStore PROV documents

ÁShare 

ÁValidate

Á Translate / Convert

ÁVisualize

ÁAPIs (Python, jQuery)
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PROV Implementations: Geospatial Data I
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ÁPROV application in geospatial 
environments requires matching 
process with ISO19115 data

ÁGeoProv: Mapping ISO19115 
lineage terms to W3C PROV 
[Closaet. al. 2017]

ÁTracingback originsof
geospatialdata

ȣ
<rdf:Descriptionrdf:about="http://geos.whu.edu.cn/ont/iso19115/lineage.owl#LI_ProcessStep">

<rdfs:subClassOfrdf:resource="http://www.w3.org/ns/prov#Activity"/>
</rdf:Description>
ȣ
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PROV Implementations: Geospatial Data II
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ÁPROV application in geospatial 
environments requires matching 
process

Á from ISO19115 lineage terms to 
W3C PROV-O

[https://github.com/liangcun/GeoProv]


